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SUMMARY
· 10+ years of experience in DevOps and Cloud Engineering, specializing in CI/CD pipelines, Build and Release management, Virtualization networking, building, automation deployment, RHEL (Red Hat Enterprise Linux) cloud implementation, configuration, and troubleshooting.
· Expertise in Jenkins, GitLab, and Azure DevOps for automating build, test, and deployment processes.
· Proficient in Bash Shell Scripting, Python, and PowerShell for automation and deployment scripts across various environments.
· Strong knowledge of Ansible for configuration management and Infrastructure as Code (IaC) using Terraform, ARM Templates, and Azure Bicep.
· Extensive experience with Kubernetes and Docker for container orchestration, management, and deployment in cloud environments.
· Deep understanding of Azure and AWS services, including EC2, S3, ECR, Azure VMs, Azure App Services, ADF, Logic Apps, RBAC, Function Apps and security configurations.
· Skilled in deploying and managing Java and .NET applications on cloud platforms using CI/CD tools like Jenkins and GitLab.
· Expertise in SonarQube, DAST scans, Fortify scans, Black Duck scans, and vulnerability management for secure code practices.
· Proficient in Oracle and SQL querying for database management and integration in CI/CD pipelines.
· Experience in troubleshooting deployment failures and providing production support for mission-critical applications.
· Hands-on experience with Linux (Red Hat, CentOS) and Windows environments, including IIS server management and RPM package management.
· Proficient in using JFrog Artifactory and Maven for build package management and artifact repository integration.
· Experienced in Big Data technologies like Spark, Hive, Hadoop, and Snowflake, integrating them with CI/CD processes.
· Adept in Git, Azure Repos, and JIRA for version control, branching strategies, and issue tracking.
· Skilled in automating the spin-up of environments and resource provisioning using IaC tools and cloud-native services.
· Experience with Airflow and Looker for data orchestration and visualization in data-driven projects.
· Expertise in release orchestration, including end-to-end CI/CD pipelines, automation of deployments, and self-remediation strategies.
· Proficient in using Azure Storage services for scalable and secure data management in cloud environments.
· Strong knowledge of RBAC and Azure AD integrations for managing identity and access management in cloud solutions.
· Good understanding of the principles and best practices of Software Configuration Management (SCM) in Agile, Scrum, and Waterfall methodologies. 
· Experience working with log monitoring tools like Newrelic, Azure monitor, Splunk, Prometheus, Grafana.
· Extensively experienced in using Build Automation tools like ANT, Maven, Gradle
· Hands on and good knowledge of CI/CD integration. 
· Extensive experience in Server infrastructure development on AWS Cloud and MS Azure.
· Experienced in Configuration management tools like Puppet, Chef, Ansible and expertise in developing Recipes/Manifests and Python scripts to automate the environment.
· Experienced in web/application servers like WebSphere, WebLogic, Tomcat.

TECHNICAL SKILLS

	Operating Systems
	RHEL, Ubuntu, Linux, Windows, CentOS

	Languages/Scripts
	Bash, Python, PowerShell

	Azure and AWS Services
	ADF, logic apps, function apps, azure storage, azure app service, azure VM, EC2, ELB, VPC, RDS, Dynamo DB, IAM, Cloud formation, S3, Cloud watch, Cloud trial, SNS, EBS, Route 53

	Version Control
	CVS, SVN, GIT

	Build and CI/CD Tools
	Ant, Maven, Gradle, Terraform, Puppet, Chef, Ansible, Jenkins.

	Monitoring Tools
	NewRelic, Splunk, Azure monitor, ELK, Cloud Watch, Grafana, Prometheus.

	Repositories
	Nexus, Artifactory, Docker Hub

	Web Servers
	Apache, Tomcat, Web Sphere, Web Logic

	Containerization
	Docker, Kubernetes

	Databases
	Oracle, DB2, MySQL, MongoDB, RDS, Glacier

	Bug Tracking Tools
	JIRA, Bugzilla

	Cloud Providers
	AWS, Open Stack, Microsoft Azure

	SDLC
	Agile, Waterfall.

	Network
	DNS, NIS, NFS, LDAP, TFTP.




WORK EXPERIENCE
 
Client: Verizon - Tampa, FL                                             		 			Feb 2022 – Till date                                                                                              
Sr. DevOps Engineer 
Responsibilities:
· Designed and implemented CI/CD pipelines using Jenkins, GitLab, and JFrog Artifactory, automating the build, test, and deployment processes for microservices architectures.
· Automated infrastructure provisioning and configuration using Ansible, Terraform, and YAML, enabling Infrastructure as Code (IaC) practices across Azure and AWS cloud environments.
· Developed and maintained Bash and Python scripts to automate routine tasks, system monitoring, and deployment processes on both Linux and Windows platforms.
· Managed and optimized Oracle, MySQL, and PostgreSQL databases, as well as SQL queries, to support high-performance and scalable applications within CI/CD pipelines.
· Configured and deployed Docker containers and Kubernetes clusters, ensuring efficient orchestration and management of microservices across cloud environments.
· Implemented monitoring and alerting solutions using New Relic and Confluence, improving real-time incident response and reducing system downtime.
· Implemented CI/CD pipelines using Azure DevOps to automate the build, test, and deployment processes across multiple environments, ensuring efficient and reliable software delivery.
· Integrated SonarQube, Fortify, and Black Duck scans into CI/CD pipelines to identify and fix code vulnerabilities, thereby enhancing application security.
· Orchestrated automated build and deployment processes using Maven for Java applications, ensuring consistent, error-free releases.
· Developed and enforced security protocols, including DAST and SAST scans, to identify and remediate vulnerabilities throughout the Software Development Lifecycle (SDLC).
· Troubleshot and resolved complex deployment failures across multiple environments, reducing release times and ensuring system reliability.
· Configured and managed both Windows IIS, Red Hat servers, and Apache Tomcat, optimizing performance and maintaining secure and scalable environments.
· Utilized RPM packages for software deployment on Red Hat Linux, streamlining updates and ensuring system integrity.
· Led efforts to automate self-remediation processes, significantly reducing manual intervention and improving system resilience.
· Configured and optimized cloud resources in Azure and AWS, ensuring high availability, scalability, and cost efficiency.
· Collaborated with cross-functional teams to develop automated workflows and scripts, enhancing overall productivity and reducing operational overhead.
· Developed CloudFormation Templates by utilizing YAML, JSON, Bash, Python, and PowerShell scripts to automate the infrastructure deployment process.
· Participated in the release cycle of the product across multiple environments, including DIT, SIT, UAT, PTE, and Production.
· Created and developed Kubernetes deployments, namespaces, pods, services, configmaps, stateful sets, readiness probes, liveness probes, health checks, and persistent gluster volumes using YAML.
· Utilized Kubernetes as the runtime environment for the CI/CD system to build, test, and deploy applications.
· Maintained and modified build-related scripts in Shell for Maven builds, creating and adjusting build configuration files, including POM.xml, to support efficient build processes.
· Implemented Chef for configuration management, automating the provisioning and deployment of applications across cloud environments and on-premises servers.


Allianz life - Minneapolis, MN								Aug 2020 – Dec 2021
Cloud Engineer
Responsibilities:
· Led the design and implementation of CI/CD pipelines using Azure DevOps, automating the build, test, and deployment processes across multiple environments.
· Managed and configured Azure Repos for version control, ensuring secure and efficient code management and collaboration among development teams.
· Automated the deployment and management of Azure resources using ARM templates, Bicep, and Terraform, adhering to Infrastructure as Code (IaC) best practices.
· Configured and administered Azure Boards for project tracking, work item management, and sprint planning, enhancing team productivity and visibility.
· Implemented Role-Based Access Control (RBAC) across Azure resources, ensuring secure access and compliance with organizational policies.
· Developed and deployed Azure Logic Apps and Function Apps to automate workflows and integrate various services, streamlining business processes.
· Automated the provisioning and configuration of Azure Virtual Machines (VMs) and Azure App Services, enabling scalable and reliable application hosting.
· Utilized Azure Data Factory (ADF) for orchestrating and automating data movement and transformation tasks, ensuring efficient data pipelines.
· Leveraged PowerShell and Python scripts for automating Azure resource management, enhancing operational efficiency and reducing manual efforts.
· Configured Azure Storage accounts for secure and scalable data storage, implementing policies for data retention and backup.
· Integrated Kubernetes clusters with Azure DevOps pipelines, automating the deployment and scaling of containerized applications across environments.
· Automated environment spin-up processes using ARM templates, Bicep, and PowerShell, reducing setup times and ensuring consistency across deployments.
· Managed and optimized Azure App Services for hosting web applications, ensuring high availability, performance, and security.
· Integrated Azure Kubernetes Service (AKS) with Azure DevOps for seamless deployment and scaling of microservices, leveraging Helm for managing Kubernetes deployments and ensuring high availability and reliability.
· Continuing architectural changes to move software system offerings to a distributed, service-based architecture utilizing Docker and Kubernetes technologies. 
· Collaborated with cross-functional teams to implement Azure DevOps best practices, driving continuous improvement in deployment frequency and release reliability.
· Migrating Services from On-premises to Azure Cloud Environments, collaborate with development and QA teams to maintain high-quality deployment.
· Established infrastructure and service monitoring using Azure monitor, Prometheus and Grafana. 

                                                                                                                
Deloitte - Atlanta, GA                                    						    Jan 2020 - Jul 2020
DevOps Engineer
Responsibilities:
· Storage on AWS EBS, S3 and Glacier and automate sync data to Glacier. Databases services on AWS like RDS, Dynamo DB, Elastic Transcoder, Cloud front, Elastic Beanstalk. Migration of 2 instances from one region to another. Configuration of site- to- site VPN and open VPN using Linux EC2 instance.
· Migrated the current Linux environment to AWS/RHEL Linux environment and used auto scaling feature and Involved in Remediation and patching of Unix/Linux Servers.
· Experience in AmazonEC2 in setting up instances, worked closely with infrastructure teams to troubleshoot complex issues and setting up security groups.
· Used Cloud watch logs to move application logs to S3 and create alarms based on a few exceptions raised by applications. 
· Used Cloud Front to deliver content from AWS edge locations to users, allowing for further reduction of load on front-end servers.
· Coordinate/assist developers with establishing and applying appropriate branching, labeling/naming conventions using Subversion (SVN) and Git source control.
· Experience in designing and implementing continuous integration systems using Jenkins by creating Python and Perl scripts.
· Maintained build related scripts developed in shell for Maven builds. Created and modified build configuration files including POM.xml.
· Using Jenkins AWS Code Deploy plugin to deploy and Chef for unattended bootstrapping in AWS.
· Provisioned the infrastructure in AWS using Ansible.
· Install and run automated Puppet and Ansible to configure, install, manage and bring up applications. 
· Deploying and maintaining production environment using AWS EC2 instances and ECS with Docker.
· Container management using Docker by writing Docker files and set up the automated build on Docker HUB and installed and configured Kubernetes. 
· Involved in building own PaaS with Docker; deployed various applications through Dockers containers. 
· Designed and Developed Bamboo Build deployments on docker containers. 
· Installed docker Registry for local upload and download of docker images and even from docker hub.
· Created private cloud using Kubernetes that supports DEV, TEST, and PROD environments. 
· Worked on setting up Splunk to capture and analyze data from various layers of Load Balancers, Webservers.
· Provided regular support guidance to Splunk project teams on complex solutions and issue resolution.
· Performed SCM-guru tasks including branching, merging, server recovery, permission handling. 
· Maintained all development tools and infrastructure and ensured availability for a 24/7 development cycle with teams.


AT&T – Plano, TX									May 2018 - Nov 2019
AWS/DevOps Engineer 
Responsibilities:
· Extensively worked on Designing EC2 instance architecture to meet high availability application architecture and in setting servers using AMI's (Linux/Ubuntu), virtual private cloud (VPCs), IAM and security groups and created Route53 to route traffic between different regions.
· Implemented EC2 backup strategies by creating EBS snapshots and attaching the volume to EC2 instances.
· Created S3 buckets for storage and backup and managed.
· Used Cloud Front to deliver content from AWS edge locations to users, allowing for further reduction of load on the front-end server.
· Launched DNS, Route 53 and AWS Elastic Load balancer (ELB) and assigned AWS SSL Certificates to Servers. 
·  Automated manual builds and deployment processes with Jenkins and Tomcat.
· Developed build and deployment scripts using ANT and MAVEN as a build tool in Apache to move from one environment to other environments.
· Responsible for writing Hooks and Triggers using Perl. Built Java application using ANT.
· Designed and developed continuous integration and deployment pipeline using Git, Jenkins, Chef and Docker across geographically separated hosting zones in AWS.
· Managed Git artifactory for branching, merging, and tagging, resolved merging issues. 
· Installed Chef Server and clients to pick up the Build from Jenkins repository and deploy in target environments (Integration, QA, and Production).
· Written Ruby scripts to automate deployment of cookbooks on nodes and running the chef client on them in a Chef-Solo environment and converted production support scripts to chef recipes.
· Scheduling jobs using Ansible Tower Experience and writing Python modules for Ansible customizations.
· Involved in migration activities of Java scripts and Database scripts from Oracle, MS SQL Server and MYSQL into different environments like Development, QA, UAT and Production on Red Hat Enterprise Linux (RHEL) Infrastructure.
· Created Instances in Apache web server and JBOSS application server in QA and production environments.
· Used SPLUNK for operational intelligence, Field Extraction in configuration files.
· Hands on experience with JIRA for creating bug tickets, pulling reports from dashboard.

Staples – Framingham, MA								Mar 2017 - Feb 2018
AWS/DevOps Engineer 
Responsibilities:
· Proficient in AWS Cloud platform and its features which includes EC2, VPC, EBS, AMI, SNS, RDS, EBS, CloudWatch, Cloud Trail, Cloud Formation AWS Config, Autoscaling, Cloud Front, IAM, S3, and R53.
· Converted AWS Cloud Formation templates to the Terraform templates and integrated with wrapper tool like Terragrunt to make the code more re-usable across various platforms.
· Deployed Open Policy Agent for Terraform and EKS based deployments and wrote policies from scratch to implement the best security standards.
· Standardized the EKS, trained and supported the application teams to move their applications from on- premises to the highly scalable and secured containerized cloud environments. 
· Performed Proof of Concepts on Splunk, ELK Stack, and Elastic Cloud Enterprise
· Performing data analytics using Redshift under the guidance of various Business Intelligence tools such as Qlik view, Looker. We had monitored the data pipelines using Apache Kafka and Matillion ETL
· Deployed Elastic Cloud Enterprise on AWS with the help of custom written Terraform, Ansible and Shell scripts.
· Deployed open-source ELK stack on the EC2 with Auto Scaling groups using Terraform and Ansible.
· Deployed open-source ELK stack on the EKS Cluster with the help of Helm Charts.
Converted manual log-ingestion pipelines to automated build jobs using IAC Terraform Code in CJOC.
· Deployed Elastic Cloud Enterprise on AWS with the help of custom written Terraform, Ansible and Shell scripts.
· Working on Multiple AWS instances, set the security groups, Elastic Load Balancer and AMIs, Auto scaling to design cost effective, fault tolerant and highly available systems.
· Created CloudFormation templates and deployed AWS resources using it.
· Migrate Oracle 12c database from VMware to AWS
· Generated workflows through Apache Airflow, then Apache Oozie for scheduling the Hadoop jobs which controls large data transformations
· Expertise in the installation of Oracle 12c management agents (OEM)
· Written groovy scripts to use multi branch pipeline projects in Jenkins to configure it as per client’s requirements.
· Involved in migrating SQL Server databases to SQL Azure Database using SQL Azure Migration Wizard and used Python API to upload agent logs into Azure blob storage. 
· Created inventory, job templates and scheduling jobs using Ansible Tower. Downloaded and managed Ansible roles from Ansible Galaxy to automate the infrastructure.
· Worked in all areas of Jenkins setting up CI for new branches, build automation, plugin management and securing Jenkins and setting up master/slave configurations. 

ICICI Bank – Hyderabad, India	                      						 Aug 2012 - Aug 2015
Network Engineer 
Responsibilities:
· Managed LAN/WAN networks, ensuring optimal connectivity and performance across multiple locations by configuring routers, switches, and firewalls.
· Troubleshot network issues including connectivity, latency, and hardware failures, minimizing downtime and maintaining network stability.
· Configured and maintained firewalls and VPNs for secure remote access, using technologies like IPsec and OpenVPN for branch offices and remote employees.
· Monitored network traffic and performance using tools like Wireshark and Nagios, identifying bottlenecks and security vulnerabilities for proactive remediation.
· Managed Windows Server environments, including Active Directory, DHCP, DNS, and IIS, to ensure smooth operation of internal services.
· Installed and maintained Tomcat servers for web application hosting, configuring network settings to ensure secure communication.
· Implemented network security measures, such as firewall rule updates and intrusion detection systems (IDS), to protect against internal and external threats.
· Led network upgrades, replacing outdated switches and routers, and enhancing bandwidth for better data throughput and reliability.
· Worked closely with vendors to procure network equipment, manage SLAs, and troubleshoot issues with third-party services.
· Provided 24/7 network support, ensuring continuous uptime for critical business applications and maintaining detailed network documentation for future scaling.

· Certified Kubernetes Administrator

EDUCATION
Masters in Computer Science, Silicon Valley University, Milpitas (Aug 2015 — Dec 2016)
Bachelor's in Information Technology, PRRM Engineering College, Hyderabad (Aug 2007 — May 2011)

